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IDC OPINION 

Cities all over the world share a myriad of common threats and challenges which, coupled with 

increasing urbanization, will continue to pose ongoing issues for years to come. Governments all 

over the globe are working on Smart City initiatives to provide more inclusive, secure, efficient, and 

effective services to citizens and thus improve the livability and sustainability of the wider city 

community. 

A "Smart City" is an ecosystem of smart initiatives including transport, healthcare, education, 

energy, water, building, public safety, and citizen services. At the heart of any Smart City is public 

safety which can be achieved by more efficiently utilizing city infrastructure, human resources, and 

massive public transportation to provide faster and more responsive emergency and public safety 

services. As an integral part of a Secured Smart City, Smart Public Safety is drawing increasing 

attention and investment globally. 

Smart Public Safety is characterized by using information and communications technology (ICT) to 

predict, prevent, and reduce crime; address new and emerging threats; improve 

emergency/disaster planning and response; reduce the cost of operations; and allocate resources 

more effectively. It is important for public safety organizations to recognize that a robust, 

interoperable communications system should provide not only reliable data but assist in organizing 

and analyzing the data in a meaningful way so that officials can make real-time decisions.  

Currently, most public safety communication systems are being deployed, or have been deployed, 

in one or several domains, but many still operate in silos. IDC believes that as cities mature in their 

thinking about smart public safety communication solutions and city management, more cities will 

look to integrate different domains into one central command or operation center that will give a 

comprehensive city view and generate optimal responses based on integrated data from multiple 

domains. This centralized and integration approach and effort will require an integrated broadband 

infrastructure to support.  

Meanwhile, increasingly, public safety responders are viewing seamless data connectivity as 

having the same level of importance as voice services in dealing with emergency events. A 

dedicated pervasive broadband network will play a key role in augmenting existing mission-critical 

voice networks. A pervasive broadband network does this by creating new opportunities to support 

seamless public safety guarantee, by providing voice, data and video connectivity that enable 

emergency responders to communicate, record and retrieve critical information through chain of 

command.  
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IN THIS WHITE PAPER 

This white paper examines the high-level industry trends and business requirements for a Secured 

Smart City, sometimes also referred to as a Smart Public Safety system, by analyzing the trends 

and dynamics of public safety and emergency response. It discusses the important role of 

integrated broadband networks as well as the advantages and challenges of investing in an 

interoperable and reliable solution that improves communications and delivers valuable data to 

emergency responders during a crisis. In addition, the white paper showcases how Huawei's eLTE 

solutions, which are based on advanced LTE (Long Term Evolution) technology, help public safety 

agencies deploy a pervasive broadband network that incorporates an end-to-end high-definition 

video surveillance and communication system to provide response and resolution during 

emergency situations. 
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SITUATION OVERVIEW 

Cities all over the world share a myriad of common threats and challenges as a result of 

urbanization and increasing megacities. Currently, 50% of the global population lives in cities. 

According to the United Nations, by 2050, the world will have over 9 billion inhabitants, 70% of 

whom will live in cities. There are currently 3.5 billion city dwellers, and this number will almost 

double to over 6 billion. Megacities will house 10% of the world's population in 2025 and present 

unique challenges. There were 21 megacities (cities with more than 10 million inhabitants) in 2009, 

up from 3 in 1975, and this number is expected to increase to 29 in 2025.  

Today, city resources are already strained. Cities are congested with traffic and often have high 

crime rates, high housing prices, and high pollution levels; making things even worse, the 

unfortunate frequency of natural disasters, terrorist events and other emergency situations. 

Governments are continually trying to meet the needs of growing urban populations using 

constrained financial and natural resources. There is a need for creative thinking on how to better 

manage population increases and the many improvements to be made for cities in a mobile and 

competitive global market. 

Smart technologies can make a major contribution to tackling these urban challenges and many 

others. A Smart City uses ICT to achieve the explicit goals of improving the quality of life of its 

citizens and sustainable economic development. A Smart City is an ecosystem of smart initiatives 

which impact several areas, from the provision of transport, energy and healthcare, to the state of 

education, buildings, and citizen services. With public safety at the very center stage, cities and 

their governments are looking at how to more efficiently utilize city infrastructure, human resources, 

and massive public transportation to provide faster and more responsive emergency and public 

safety services. As an integral part of a Secured Smart City, Smart Public Safety is drawing 

increasing attention and investment. 

Smart Public Safety to Cope With Emerging Urban Challenges 

"It's not a question of if but when" is an increasingly common phrase in discussions of acts of 

terrorism, earthquakes, hurricanes, pandemic diseases, and other national security and 

emergency preparedness topics. There is no other area in which improving the quality of 

government services is of highest priority as the public safety and public safety communications. 

Today, the societal needs have become much interconnected. Many complexities exist for the 

societal infrastructure such as power, water, and medical services — as well as the most basic 

economic activities. To meet the challenges of these complexities, the new approach to public 

safety management has to be adopted. Therefore, there needs to be more proactive Secured 

Smart Cities initiatives aimed at mitigating and managing an increasingly sophisticated landscape 

of public order and safety threats.  

Smart Public Safety is characterized by using ICT to predict, prevent, and reduce crime; address 

new and emerging threats; improve across jurisdictions emergency/disaster planning and 

response; reduce the cost of operations; and allocate resources more effectively. Meanwhile, 

today's Public Safety communications system is already being impacted by radical landscape 

changes in mobile and other network communications and collaboration systems, cloud computing, 

social media, embedded computing, Big Data and analytics, connected smart machines/devices 

and the Internet of Things, as well as increased risks of cyber threats. 
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It is important for public safety organizations to recognize that a robust, interoperable Public Safety 

communications system will provide not only reliable data but also assist in organizing and 

analyzing the data in a meaningful way. It will also ultimately become more situational aware, 

facilitate real-time decision making and faster response times, and maximize resource utilization, 

so as to improve community resilience to man-made emergencies and natural disasters, which are 

different from traditional emergency response systems. 

The key features of a Smart Public Safety system in a Secured Smart City are: 

 Flexible deployment and comprehensive protection. When crises or disasters overwhelm 

existing infrastructure in an affected area, chaos can follow. Directing rescue operations 

requires the ability to shift services into higher gear while maintaining tight control of all 

resources, rapid coordination of different sectors, and the empowerment of a well-defined 

chain of command and control. Due to their very nature, disasters generate externalities 

that require public service intervention to deliver and coordinate emergency management 

services along the entire crisis process chain: mitigation, preparedness, response, and 

recovery. 

 Live video surveillance and video-based dispatching. Video is a key application for 

providing valuable data on roads, buildings, public areas and accident scenes and gives 

public safety organizations the ability to monitor and manage the data to possibly prevent 

an incident or ensure that adequate support is deployed to an incident. Wireless video 

surveillance, in particular, is becoming increasingly important as first responders can 

access images and crucial data even when power and fixed line networks are disrupted. In 

addition to providing high-quality video, faster transmission of data and images is required 

to help public safety officials communicate and respond more effectively. 

 Efficient law enforcement and mobile processing. Public safety technology includes 

industry-specific IT such as computer-aided dispatch (CAD) systems for command and 

control operations for police, fire, EMS, and search and rescue. These are often mobile 

solutions deployed via in-field laptops or smart devices. These solutions include call 

handling and dispatch, incident management, disaster planning, and records management. 

Many solutions also include video surveillance technologies as well as GIS. Investigations 

management and records management software is also included and helps law 

enforcement agencies and other organizations in charge of security manage ongoing 

cases.  

 Security, reliability, innovation and openness. Given the critical role of communication, in 

many instances, it can be the difference between life and death. A system or infrastructure 

that can withstand known risks and security threats, such as backup and business 

continuity measures, will be critical to ensure the system is highly secure, reliable and 

resilient. Against the backdrop of fast-changing market requirements and technologies, 

paving the way for advancements such as high definition, mobile, intelligent, and 

convergent technologies, public safety systems need to be innovative and open, facilitated 

by highly available systems and state-of-the-art technologies. These play a key role in 

helping governments provide better public security protection. 

Smart Public Safety Requires Pervasive Broadband Platform 

Technologies will gradually play a more dominant and intertwined role in protecting citizenry and 

critical infrastructures for the cities of tomorrow. Public safety broadband networks are a critical 

component in the evolution of Secured Smart City strategies. 

As most public safety communication systems are still operating in silos, the challenges of today's 

systems lie in having weak early warning capabilities, problem reporting, information sharing, 



©2014 IDC #AP14990W 3 

network capability for field command, lack of means in command and dispatching, and poor real-

time decision support due to lack of information, as well as difficulties in cross-jurisdiction 

coordination.  

IDC believes that as cities mature in their thinking about smart public safety communication 

solutions and city management, more cities will look to integrate different domains into one central 

command or operation center that will give a comprehensive city view and generate optimal 

responses based on integrated data from multiple domains. This centralized and integration 

approach and effort will definitely require an integrated broadband infrastructure to support. The 

public safety networks need to be optimized to enhance a government's capability to safeguard 

public safety and handle public emergencies, so as to minimize or avoid potential damages that 

may arise during a public emergency.  

Current Network Infrastructure Has Limitations in Supporting Smart Public 
Safety Communications   

Narrow-band Digital Trunking Communication System  

The public safety trunking communication has gone through the journey from first-generation 

analog to second-generation digital systems. Currently, the second-generation digital trunking 

communication system is the most widely deployed trunking communication system globally, which 

includes four standards: TETRA (Terrestrial Trunked Radio), iDEN (Integrated Digital Enhanced 

Networks), GoTa (Global open Trunking architecture), and GT800.  

In spite of improvement in voice quality, security and functionality, narrow-band digital trunking 

communication systems still face a bottleneck in supporting public safety communication 

requirements, including data transmission capability, dispatching capability, and compatibility.  

Isolated Broadband Data Network 

Isolated broadband data networks are commonly adopted separately as a supplement to the 

existing narrowband digital trunking communication to address the issue of broadband data 

transmission. These can be in the form of a wired broadband network, public wireless broadband 

network, or may also be set up as another wireless broadband data network that is independent of 

the voice trunking systems, to satisfy broadband data application needs.    

Although these supplementary solutions have their advantages and do help solve the issue of data 

transmission, each still has its limitations and challenges in supporting smart public safety 

communications. 

 Wired broadband networks. Wired broadband networks excel in bandwidth and stability, 

but their dependence on the wired network results in limited mobility, insufficient coverage 

especially in the case of blind angels for video surveillance. In addition, lack of cable 

resources, long-cycle and slow deployment as well as the massive construction 

requirement, result in high costs of rollout.   

 Public wireless broadband networks. Fast deployment and low cost are two prominent 

advantages of public wireless broadband networks as a supplement to narrowband 

trunking communication systems. However, public wireless broadband networks are likely 

to face system congestion or even collapse in the event of emergencies when massive 

users swarm in and the amount of information surge sharply, failing to ensure high-stability 

instant access for emergency respondents. In addition, current public wireless broadband 

networks do not support professional trunking services (voice trunking and video-based 
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dispatch), device-to-device communication, and flexible base stations, which, compared to 

proprietary private networks, are weak in safety and safety algorithm customization. 

 Proprietary private wireless broadband networks. Most current private wireless broadband 

networks are using WiFi technology, which is unable to provide specialized voice trunking 

capability and has challenges in mobility, interference immunity, and quality of service 

(QoS) and service-level agreement (SLA) guarantee for mission-critical applications, as 

well as poor security, stability and prioritization required during an emergency situation. 

The three aforementioned broadband data networks in the public safety industry are merely 

isolated supplements to the narrowband trunking voicing system, which has some common 

deficiencies: 

 Multiple networks leading to isolation of voice, data, and video traffics, result in lack of an 

integrated network for multimedia trunking collaboration and dispatching. Discrete storage 

of information causes poor information sharing, difficulties in application integration, and 

low efficiency of fast unified analysis. These all add to the difficulties of unified command. 

 Multiple networks leading to wide varieties of terminals for different types of missions, i.e., 

trunking handheld receiver and police pads in general information collection, audio/video 

evidence collection, GPS location, and order receiving, giving police officers difficulties in 

managing and handling multiple devices. 

 Multiple networks for voice, data, and video leading to high maintenance cost. 

Enabling a Pervasive Broadband Platform for Seamless Public Safety 
Communications 

Public safety private networks based on LTE networks are evolving toward high-speed broadband 

access, multimedia trunking, as well as unified command and dispatching. The market needs a 

single network for simultaneous voice trunking communication, stable and real-time data 

transmission, as well as video-based dispatching. This is to satisfy the need for long-distance 

coverage, cross-jurisdiction dispatching, video-based dispatching, cross-region communications, 

and image data transmission to enhance the fast responding, dispatching, and prevention 

capabilities in emergencies and natural disasters.   

The pace of technology change is creating new opportunities for a pervasive broadband platform to 

support seamless public safety guarantee. LTE network-based public safety broadband networks 

provide the voice, data and video connectivity that allow emergency responders to communicate, 

record and retrieve critical information through chain of command. These networks are meant to 

augment and not replace existing mission-critical voice networks. Increasingly, public responders 

are viewing data connectivity as important as voice services in dealing with emergency events. 

LTE Already Specified As Industry Broadband Standard 

Driven by the market demand for an industry private network, the global and Chinese standards 

organizations are looking to set up standards to guide the development of converged wireless 

broadband trunking communications and to push forward adoption of private wireless broadband 

communications. 

The TETRA and Critical Communications Association (TCCA) has clearly stated that "LTE is the 

single global standard for mission-critical communications in the future", and will provide the best-

quality data and voice services. In 2013, TCCA published its Critical Communications Broadband 

Group (CCBG) Whitepaper, outlining the future of LTE and TETRA, and the roadmap of LTE's 

convergence with other emergency communication systems. 
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In the meantime, China Communications Standards Association (CCSA) published the standards 

for Broadband Trunking Communication (B-TrunC), deciding to use the LTE-TDD broadband 

trunking technologies based on the 3GPP Release 9 (Third Generation Partnership Project), and 

open the air interfaces to be compatible with diverse trunking services. In 2013, CCSA completed 

the general technological requirements on LTE-TDD based private broadband trunking systems 

and air interfaces. Both of these are the standards for B-TrunC that defines the system functions, 

performance, and open interface protocol, and improves the overall standard system. 

Challenges Impeding Public Safety Broadband Network Deployments 

Creating a dedicated public safety broadband network will ensure secure communications over a 

controlled and private cellular network. Adoption, however, has been hampered by spectrum and 

funding issues. Some key challenges inhibiting broad deployments of public safety broadband 

include: 

 Investment. Balancing investment requirements between communication systems and 

other priorities. 

 Interoperability. Requirement to be interoperable with commercial wireless networks. At 

present, commercial operators are challenged to honor agreements on service continuity. 

 Complex architecture. Requirement for an architecture that allows seamless two-way 

connectivity between wireless and wireline networks, on public and private domains. 

 Spectrum availability. Inconsistent global spectrum allocation for public safety LTE 

deployments. 

Huawei's Public Safety Portfolio 

Huawei, a global ICT supplier, is active in producing public safety solutions to cities and 

governments that build an infrastructure and services to support emergency preparedness. In 

addition to helping mobile operators globally build out their LTE networks, Huawei is also providing 

technology to support public safety organizations. It provides a mobile broadband and broadband 

trunking solution to create an enterprise-grade LTE network. The advantage of Huawei's solution is 

in combining the capabilities of traditional Professional Mobile Radio with broadband so that users 

can communicate via voice, data, images and video. It is also interoperable with Public Land 

Mobile Networks, Private Automatic Branch Exchange, Public Switched Telephone Networks and 

TransEuropean Trunked Radio Access where applicable. 

Huawei's eLTE Public Safety Solution allows for 100 Mbps download and 50 Mbps upload 

throughput and allows for its customers to experience voice trunking, video, data and geographic 

information services on one eLTE network. The benefit of this integrated trunking solution is that 

frontline personnel can communicate with the command center and other personnel, through 

simultaneous voice and video. This enables public safety organizations to handle emergencies 

with better real-time decision making, improved safety to first responders and quicker resolutions. 

A challenge when deploying an eLTE solution is managing a myriad of frequencies that mobile 

operators use globally. Huawei's solution is built with that in mind and is available in 

400M/800M/1.4G/1.8G/2.6G.3.5G.3.7G/5.8G. Huawei eLTE portfolio includes the EP680 and 

eH811 handsets and the eA660 Customer Premises Equipment and Isolated Site Operation 

eSCN231 to deal with emergency scenarios. 

 



©2014 IDC #AP14990W 6 

In addition to its eLTE broadband trunking solution, Huawei has also developed end-to-end Smart 

Safe City solution to empower city administrators and public safety responders with up-to-date 

intelligence for timely response and command by integrating various city public safety resources. 

The solution is composed of seven sub-systems, including full network coverage, security 

interaction, video cloud, intelligence analysis, convergent comment, mobile law enforcement, and 

security protection. 

Huawei's safe city solution is aimed at enhancing city administration and supporting timely and 

precise response and resolution of emergencies, which transforms the traditional passive response 

into proactive approach and effectively improves overall urban public safety. 

In the meantime, Huawei has realized that the development of the wireless broadband trunking 

system calls for joint efforts and collaborative innovation among all sectors in the industry. This 

requires Huawei to ensure its technologies remain open at all layers, from devices, to the network 

and applications. It has established partnerships with more than 1,100 companies in the industry, 

and has set up open business platforms and labs to facilitate collaborated innovation and 

authorized verification. With more than 700 service/integration partners and more than 3,500 

distribution channels, Huawei works with partners with an open mind to jointly help their customers 

to succeed. 

In the short term, LTE as an industry private network is still at an early stage with very few 

deployments and application rollouts globally. Huawei will need to educate and promote the market 

about the need for and benefits of introducing a pervasive broadband platform to public security 

communication systems. In addition, spectrum and funding issues will be two major challenges 

that Huawei needs to tackle in order to help their customers with the migration. 
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The Nanjing Asia Youth Games Case Study 

Overview 

The 2nd Asia Youth Games is a sports gala under the Olympic Council of Asia. Taking place every four years, 

the Games came to Nanjing of China in August 2013. The Nanjing Municipality government decided to adopt 

the TD-LTE broadband multimedia digital trunking system to realize the “Smart Youth Games”.  

Engagement with Huawei  

To serve as the Games communications and command, Huawei helped the organizers of the Asian Youth 

Games set up a TD-LTE private network of broadband multimedia digital trunking, which realized visualized 

dispatching, multi-functional terminal, and complementary operation of mobile and fixed video surveillance. 

This is one of the world’s first adoptions of TD-LTE trunking private network. 

This TD-LTE private network enabled a real-time video surveillance by seamlessly integrating data collected 

from both in the air and on the ground. Unmanned aircrafts patrolling in the sky serve as communication 

stations in the air and provide monitoring from above. On the ground, stations collect video and location 

information from trunking voice communications, cameras set at high places, and emergency communication 

vehicles, and send the data to the command center.  

The organizers also adopted a handheld terminal that combines multiple functionalities including voice, 

video, and multimedia services. The terminals work complementary to the fixed surveillance points. 

Through the TD-LTE private network, the Games Main Operation Center realized HD video monitoring and 

video dispatch and command on venues across the city. The real-time field control of indoor training and 

competitions, outdoor order maintenance, and athletes' management also became a reality, with 

dispatching being more flexible. 

Conclusion 

The Nanjing TD-LTE broadband multimedia trunking private network proved to be highly reliable to support 

big sports games. The usage of a 4G network and the “Smart Youth Games” project enabled organizers to 

step up from the traditional voice dispatching to visual dispatching. Organizers are satisfied with the 

technology and are especially impressed with its role in emergency treatment. 

The Li River Case Study 

Overview 

The Li River in Guilin of South China’s Guangxi Province is China’s 5A top-level tourist resort. Selected by 

the US National Geographic magazine as world’s top 10 water wonders, Li River attracts millions of travelers 

each year. In order to prevent crime and address regulatory violations in the area, the police department 

along the Li River adopted Huawei’s solution to build up a “Safe Li River” network with high bandwidth, high 

mobility, and wide coverage.   

Engagement with Huawei  

The “Safe Li River” project is one of the world’s first broadband trunking network deployments in the public 

safety industry. It adopted Huawei eLTE broadband network connections and broadband trunking-based safe 

city solutions. 

The Project deployed 20 eLTE base stations, each covering the area with a radius of 5-7 kilometers. A multi-

tasking wireless network was set up to cover 83 kilometers of water front and major tourist sites along Li 

River. On-land police stations have 7/24 round-the-clock video surveillance through HD day-and-night 

cameras, while patrolling vessels on Li River provide HD video surveillance along water courses. With the 

eLTE broadband trunking system, the two surveillance platforms of on-land and watercourses merge into a 

single platform to conduct unified management and dispatch.        

Conclusion 

With the deployment of the “Safe Li River” project, the police department reported an increase of 30% of 

emergency command efficiency and a drop of 30% in navigation accidents. The Li River police department is 

satisfied with the solution of using a private network to build up a single platform for both on-land and river 

front surveillance and dispatch. 



©2014 IDC #AP14990W 8 

FUTURE OUTLOOK 

Smart Cities has become a globally hot topic because of projections of high growth in urban 

populations over the next 20 years and current concerns over sustainable economic growth and 

climate change. Cities need to differentiate themselves to attract investment and productive 

residents; couple this with constrained financial resources, fast-growing populations, and aging 

infrastructures, the goals for improving citizen services, livability and sustainability will continue to 

drive investment in Smart City solutions.   

For local, regional and national governments, public safety is of paramount importance in any 

Smart City initiative. Using a dedicated LTE-based public safety broadband network will provide 

several important benefits in the future including improved intelligence and data exchange during 

an emergency event, increased mobility of first responders with access to a reliable network to 

exchange mission-critical data and the ability to track location of officers and responders 

leveraging advanced location information. It will also have the ability to provide more surveillance 

capability without having to deploy additional resources due to video capture capability. It will also 

provide increased officer safety and protection from constant surveillance and connectivity. 

As the global wireless network evolves towards broadband, the LTE-based broadband trunking 

has become a consensus of the industry. Huawei's eLTE broadband multimedia trunking solution 

that has been providing mobile ultra-broadband, converged dispatch and key telecommunication 

services for two years, is a mature application and has gained extensive support in the industry. It 

supports public security telecommunication networks, paving the way for new converged 

broadband trunking networks to realize all-dimensional control of public security with intelligent 

management and visible command to safeguard citizens. With mobile business and high-efficiency 

operation, cities are safer than ever. 

In the future, as larger amounts of information is collected during an emergency situation, it will 

become increasingly difficult to analyze the data in real-time without the help of analytical tools 

built into the public safety solution. With advanced data analytics, public safety officials will have 

the ability to take action in more efficient and productive ways to mediate an emergency situation. 

With improved data analytics, organizations will be able to: 

 Create routing mechanisms across LTE network elements that can leverage data analytics 

algorithms to offer location-based services in a cost-efficient manner. 

 Transfer of data from and to first responders including critical information such as 

fingerprints, EKG, or access to national databases for informed decision making.  

 Use data analytics to quickly search video and images for quicker detection of key 

suspects or guidance to an incident's onset. 

There is a growing need for a solution that includes a robust data analytics architecture that covers 

the four layers of collection, transformation, analysis and visualization. For public safety 

organizations, working with a partner that offers a comprehensive public safety communication 

solution with advanced analytics will result in better decision making, quicker response times and 

better resolution of incidents because of important information being made available in a timely 

and efficient manner. 
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